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Data Protection Policy  

Updated 15 November 2018 

 

a) The school shall abide by the German Federal Data Protection Act Bundesdatenschutzgesetz 

(BDSG), in regard to the storage and handling of personal, professional, and sensitive data. 

 

b) The school shall appoint a data protection Manager who shall be provided with a job 

description of duties. 

 

c) The school shall provide and log annual training to staff in procedures for data compliance. 

 

d) The school shall collect data about individuals only in a manner that is adequate and 

relevant for purposes reasonably associated with school activities. Data may include both 

personal data such as that used to identify and communicate with individuals, professional 

data regarding the professional work of staff, and sensitive data such as that pertaining to 

student learning and attendance. 

 

e) The school shall ensure that, in the case of personal data provided in a free and informed 

manner to the school, contractual consent has been provided for the data to be processed 

for activities related to school purposes. 

 

f) The school shall ensure that personal data shall be processed only in a manner that is fair 

and lawful. Data shall be kept accurate, up-to-date, and secure; it shall be treated as 

confidential and not be shared with third parties without the consent of the individuals 

involved. Unless otherwise requested and permissible by law, the school shall preserve data 

pertaining to staff, parents and students after they leave the school so as to facilitate future 

data analyses. 
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g) The school shall ensure individuals have the right to the deletion of data concerning them as 

subjects, including the withdrawal any previously given consent, provided this is permissible 

by law and does not prevent the normal operation of the school. 

 

h) The school shall ensure that all internal data use (including emails, staff and student-used 

software, digital photographs) does not generate data in the public domain without the 

explicit consent of data subjects. 

 

i) The school shall ensure that only authorized individuals can access, alter, disclose or destroy 

personal data. There shall be safeguards to ensure that, in cases where personal data is lost 

or altered, it can be recovered. 

 
j) The school’s Data Protection Manager shall maintain a ‘Data access and security plan’ that 

includes: 

a. Mappings of storage and access to data and access to data storage facilities, 

b. Monitoring of data security including use of firewall and anti-virus systems, 

c. Procedures for handling data procedures. 

 

k) The school shall enable the data protection Manager to review the data compliance of all 

software used in the school for data processing and to maintain records of approved 

software and of contracts with third parties who process data on the school’s behalf. 

 

l) The school shall publish to staff and parents/guardians the nature of data held and 

processed, and the protocol for a Data Access Request. 

 

m) The school shall make provisions for a Data Access Request from individuals (staff, 

parents/guardians or students 16 years of age or older). Such a request will be fulfilled 

preferably within 2 weeks (and in extraordinary circumstances within a maximum of 40 

days) of the receipt of a signed written request. 

Any provision of data will be made only for the individual (and in the case of a request from 

a parent/guardian for their child) making the request and not for data pertaining to other 

individuals or groups. 

The school shall comply with repeated requests provided a reasonable interval has elapsed 

between the first and any subsequent requests. 

Staff requesting access to personal and professional data will be provided hard copies of: 
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 Personal data held in school databases and provided to the school’s payroll company 

 Professional documents held in their staff dossier 

 Professional documents not placed in their staff dossier but held by leadership staff, 

including evaluations. 

Parents/guardians requesting access to personal and confidential data pertaining to 

themselves and their student(s) will be provided hard copies of: 

 Personal data held in school databases, including financial records 

 Educational documents held in the student dossier, including report cards 

 Additional educational evaluations held by educative specialists, such as learning 

support, health or psychology reports. 

Students age 16 or over requesting access to personal and confidential data will be provided 

hard copies of: 

 Personal data held in school databases 

 Educational documents held in the student dossier, including report cards 

 Additional educational evaluations held by educative specialists, such as learning 

support, health or psychology reports. 

 

 


